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Abstract. This paper examines the application of 

Artificial Intelligence (AI) in software security, within a 
context marked by increasingly sophisticated cyber 
threats that surpass the limitations of traditional 
methods, generating an urgent need for more effective 
solutions. For this purpose, a Systematic Literature 
Review (SLR) was conducted following the guidelines of 
Kitchenham [89] and PRISMA, initially retrieving 7,391 
documents and refining the corpus to 70 relevant studies 
published between 2020 and 2025. The analysis 
focused on examining technologies, theoretical 
frameworks, and challenges associated with the impact 
of AI on software security. The results show that the 
most frequently used techniques are Machine Learning 
and Deep Learning, with a predominance of algorithms 
such as SVM, CNN, and Random Forest. In addition, 
there is a strong concentration of studies in Asian 
countries, particularly China, and notable development 
in areas such as Security Integration and Security 
Enumeration. The findings indicate an ongoing process 
of consolidation and evolution in the field, although gaps 
remain, such as the limited attention to emerging 
approaches like DeepSecAI and the scarce 
diversification of evaluation criteria. Consequently, 
future research should prioritize more transparent 

solutions, the integration of explainable frameworks, and 
the standardization of metrics that strengthen the 
comparability and applicability of results. 

Keywords. Artificial intelligence, software security, 

systematic review, machine learning, 
application security. 

1 Introduction 

In the last decade, the increase in cyber threats, 
unauthorized access, and misuse of credentials 
has highlighted the vulnerability of numerous 
software systems to inadequately managed 
failures. In this context, the scientific community 
has shown growing interest in developing 
advanced solutions based on Artificial Intelligence 
(AI), aimed at automating the detection, 
classification, and prediction of code threats. The 
problem is evident: traditional mechanisms lack the 
necessary capacity to address the constant 
evolution of cyberattacks, making it imperative to 
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analyze the approaches, algorithms, and tools that 
the academic literature proposes from AI to 
address this challenge. Recent studies have 
shown increasing interest in applying AI to 
software security, particularly through machine 
learning approaches to detect attacks such as XSS 
and SQLi, where specialized frameworks have 
been developed that reduce false positives and 
enable the identification of critical vulnerabilities 
such as Vertical Broken Access Control in real time 
[1, 2, 3].  

In parallel, datasets focused on Android 
applications have been created, enabling the 
training of models with more than 98% accuracy, 
highlighting the superiority of AI-based methods 
over conventional techniques [4,79,87]. Likewise, 
hybrid models and advanced architectures, 
including DistilBERT, CNN, and BiLSTM, have 
been proposed to improve attack classification 
efficiency, even in contexts with limited 
information, relying on semi-supervised and 
transfer learning approaches [5, 6, 12, 13].  

Natural language processing has also been 
applied, with techniques such as Word2Vec and 
Universal Sentence Encoder, as well as the 
analysis of abstract syntax trees, which has made 
it possible to anticipate vulnerabilities in web 
applications with greater precision [7, 8, 10]. 

On the other hand, emerging practices such as 
DevSecOps, supported by large language models 
and chaos engineering, reinforce system 
resilience, while other studies emphasize the need 
to more systematically explore the integration of AI 
into system assurance (SSA) frameworks [9, 
71,  78].  

Practical tools such as AIBugHunter, integrated 
into IDEs, provide real-time assistance to 
developers, and systems such as IVul apply 
computer vision to code fragments, achieving 
accuracies close to 99% [16, 17, 18].  

Vulnerability analysis has also benefited from 
the use of semantic embeddings, code graphs, and 
advanced statistical models to prioritize threats, 
complemented by comprehensive proposals 
against SQLi attacks based on SVM and neural 
networks, as well as deep analysis mechanisms 
applied to the cloud [11, 14, 15, 17].  

Along the same lines, architectures such as 
Vul-Mixer stand out for optimizing generalization 
capacity without requiring excessive computational 

resources, consolidating the use of innovative 
techniques in static and dynamic analysis [19, 20]. 
In other critical domains, such as healthcare, 
artificial neural networks have demonstrated 
outstanding performance in predicting heart 
attacks, reinforcing the cross-sector applicability of 
AI [75]. 

Finally, recent reviews have identified a diverse 
set of machine learning techniques, including 
SVM, decision trees, Random Forest, and CNN, as 
effective predictors of vulnerabilities, while the 
impact of large language models and machine 
learning in software-defined networks is 
consolidating as one of the most promising lines of 
future research [77, 78, 88].  

Reviewing the impact of AI on software security 
is essential in light of the accelerated growth of 
cyber threats and the critical dependence on 
software in strategic sectors.  

This systematic review seeks to address 
relevant gaps in the literature, since, unlike 
previous studies focused on isolated or limited 
cases, it incorporates an updated time horizon 
(2020-2025), analyzes a wide spectrum of 
vulnerabilities, and comparatively evaluates 
different AI approaches. In addition, it aims to 
integrate fragmented or contradictory findings to 
provide a critical, structured, and evidence-based 
overview of the real effectiveness of AI in 
preventing, detecting, and mitigating software 
vulnerabilities.  

The main objective of this study is to critically 
analyze recent scientific literature to identify, 
classify, and synthesize AI approaches applied to 
software security, assessing their effectiveness 
against different types of vulnerabilities and their 
contribution to improving threat detection, 
prediction, and mitigation.  

Within this framework, the paper is organized 
as follows: Section 2 presents the background; 
Section 3 describes the methodology; Section 4 
presents the main results and discussion; and 
Section 5 outlines the conclusions along with 
potential future research directions. 

2 Background   

The accelerated growth of software development 
and its integration into critical systems has 
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intensified concerns regarding security. In this 
scenario, Artificial Intelligence (AI), particularly 
Machine Learning (ML), emerges as a key 
resource to strengthen detection and prevention 
mechanisms, offering automated, adaptive, and 
scalable solutions. 

2.1 Artificial Intelligence 

Artificial Intelligence (AI) has had a decisive impact 
across multiple technological domains, including 
information security. Its ability to identify complex 
patterns, adapt to changing scenarios, and 
execute autonomous decisions enables a more 
dynamic response to cybersecurity challenges. 

For example, a comprehensive framework has 
been proposed to describe both offensive and 
defensive dimensions of AI in hostile 
environments  [37].  

More specifically, AI has been used to enhance 
the resilience of security systems through adaptive 
and explainable techniques [40].  

Likewise, hybrid proposals such as 
AIBugHunter demonstrate the practical potential of 
AI in predicting, classifying, and repairing software 
vulnerabilities [17].  

Finally, in secure development contexts 
(DevSecOps), large language models (LLMs) have 
begun to play a relevant role by integrating with 
chaos engineering practices applied to 
security  [10]. 

2.2 Software Security 

Software security has become an essential priority 
in system development, driven by the increase in 
targeted attacks and the persistence of 
vulnerabilities in source code. Several studies 
have examined the causes of this problem, 
highlighting factors such as code quality, the 
absence of proper validations, and the use of 
outdated libraries [31].  

In parallel, automated tools and methodologies 
have been proposed to classify bug reports as 
security-related or not, facilitating the prioritization 
of mitigation actions [5]. Similarly, approaches 
have been explored to strengthen web applications 
through the integration of traditional methods with 
intelligent techniques, such as machine learning-
based firewalls [30][49]. More recently, blockchain 
and federated neural networks have been 
proposed for real-time protection of mobile 
applications [48]. 

2.3 Machine Learning 

Machine Learning (ML) has proven to be a key 
technology for improving software security, thanks 
to its capacity for generalization and automatic 
learning from large volumes of data. In the domain 
of mobile applications, for example, efficient and 
accurate classification models have been 
developed to detect malware using specific 
features such as RGB vectors or customized 
feature vectors [33, 38].  

In web applications, detection schemes for 
attacks such as XSS and SQLi have been 
proposed through hybrid approaches that integrate 
deep neural networks with supervised and 
unsupervised learning techniques [6,24,54]. 
Furthermore, frameworks such as Vul-Mixer and 
CODE-SMASH have been investigated, which 
combine different neural architectures to maximize 
accuracy in detecting vulnerabilities in source code 
[20,22]. These advances reflect how machine 
learning is consolidating as an effective tool to 

Table 1. Research questions and objectives 

Question Objective 

RQ1: What criteria are used to 
evaluate the level of Software 
Security? 

Identify and analyze the 
criteria employed to 
evaluate the level of 
software security. 

RQ2: Which Artificial 
Intelligence technologies are 
most frequently applied to 
address Software Security 
problems? 

Determine the AI 
technologies being applied 
in the field of software 
security. 

RQ3: How are the studies that 
apply Artificial Intelligence in 
Software Security 
geographically distributed? 

Analyze the geographical 
distribution of studies that 
apply AI in the field of 
software security. 

RQ4: What definitions are 
used in the literature 
regarding Artificial Intelligence 
and Software Security? 

Examine the definitions 
that have been used 
concerning AI and 
software security. 

RQ5: What are the dominant 
thematic areas in the 
publications that apply 
Artificial Intelligence to 
Software Security? 

Classify the main thematic 
categories addressed in 
research on AI and its 
influence on software 
security. 
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anticipate, classify, and prevent threats before they 
are exploited. 

3 Methodology 

This systematic literature review was conducted 
following the methodological guidelines proposed 
by Kitchenham in 2009 [89], which are widely 
recognized in the field of software engineering. 
Complementarily, the PRISMA (Preferred 
Reporting Items for Systematic Reviews and Meta-
Analyses) framework was incorporated to ensure 
transparency, traceability, and rigor in the 
processes of searching, selecting, and analyzing 
the studies considered. 

3.1 Research Questions and Objectives 

A set of research questions was established (see 
Table 1) to guide the review and define the scope 

of the study. These questions are intended to 
examine how Artificial Intelligence (AI) has been 
applied to enhance software security. 

3.2 Information Sources and Search Strategies 

Scientific databases with recognized impact were 
selected (see Table 2), and specific search strings 
were formulated in order to systematically retrieve 
relevant and pertinent literature for the object 
of study. 

The following represents the general search 
equation used as a reference for the review.  

This expression served as the baseline 
formulation, which was then adapted and 
customized for each consulted database according 
to the specific characteristics of its search engine, 
in order to maximize the retrieval of relevant 
literature through the use of synonyms and 
Boolean operators: 

("artificial intelligence" OR "ai" OR "generative 
artificial intelligence" OR "generative ai" OR "gen 

ai" OR "machine learning" OR "ml" ) AND ( 
"software security" OR "application security" OR 
"software protection" OR "software vulnerability 
detection" OR "software vulnerability prediction" 

OR "code vulnerability detection" OR "code 
vulnerability prediction") 

3.3 Identified Studies 

Figure 1 presents the results obtained after 
applying the search strategies, showing the total 
number of studies collected in the initial phase of 
the identification process. 

3.4 Study Selection 

In order to ensure the relevance and 
methodological rigor of the review, six exclusion 
criteria (EC) were clearly defined and 
systematically applied during the screening 
process.  

The implementation of these conditions allowed 
the refinement of the initial set of records and the 
concentration on the most relevant studies. This 
process is summarized in the PRISMA diagram 

  

Fig. 1. Number of Results by Source 

Table 2. Search terms and their synonyms 

Name Associated Terms 

Artificial 
Intelligence 

artificial intelligence, ai, generative 
artificial intelligence, generative ai, 
gen ai, machine learning, ml 

Software 
Security 

software security, application security, 
software protection, software 
vulnerability detection, software 
vulnerability prediction, code 
vulnerability detection, code 
vulnerability prediction 

Records 
Identified 

(N=7 931) 

Wiley 
(n=810) 

ARDI 
(n=1 713) 

Springer 
(n=3 076) 

Scopus 
(n=994) 

IEEE Xplore 
(n=798) 
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shown in Figure 2, which leads to the final set of 
included papers. 

3.5 Quality Assessment 

The quality evaluation of the included studies was 
conducted through a set of seven criteria (QA) 
designed to examine essential aspects such as the 
clarity of objectives, methodological coherence, 
and the robustness of conclusions. The defined 
criteria were: 

QA1: Is the research objective formulated in a clear 
and precise manner? 

QA2: Is the methodology applied in the study 
described with sufficient detail and transparency? 

QA3: Does the paper demonstrate a logical and 
coherent structural organization? 

QA4: Is the dataset employed clearly and 
verifiably specified? 

QA5: Do the conclusions directly correspond to the 
established objectives? 

QA6: Does the study adequately contextualize the 
environment in which the research 
was conducted? 

QA7: Are the proposed experimental solutions 
clearly described and documented? 

To ensure consistency and reliability in the 
process, each criterion was evaluated using a 
scale of 1 (poor), 2 (acceptable), and 3 
(outstanding), establishing a minimum overall 
threshold of 11.5 out of 21 for inclusion.  

Only the studies that met or exceeded this 
score were considered in the final analysis. The 
detailed results of this evaluation are presented in 
Table 3, which summarizes the scores obtained by 
each paper. 

The quality assessment, applied to the 73 
selected papers using the seven QA criteria, 
resulted in the exclusion of three studies that did 
not reach the minimum threshold score of 11.5, 
thereby ensuring the inclusion of research with 
sufficient rigor and methodological consistency. 

 

Fig. 2. PRISMA Flow Diagram 
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Table 3. Results of the Quality Assessment 

Ref. Type QA1 QA2 QA3 QA4 QA5 QA6 QA7 Score 

1 Journal 1 1 1 3 3 2 3 14 
2 Journal 1 1 3 2 3 3 2 15 
3 Journal 1 1 2 1 2 2 2 11 
4 Journal 2 2 3 1 1 1 3 13 
5 Journal 1 2 2 3 3 3 3 17 
6 Journal 2 1 2 2 2 3 3 15 
7 Journal 1 1 3 2 1 3 3 14 
8 Journal 2 3 3 3 3 1 1 16 
9 Journal 3 2 1 3 1 1 2 13 
10 Confer. 2 2 3 3 2 1 1 14 
11 Journal 2 1 1 2 2 1 1 10 
12 Journal 3 2 1 3 1 2 2 14 
13 Journal 2 1 3 1 1 2 2 12 
14 Journal 1 3 3 1 1 3 3 15 
15 Journal 2 2 2 2 2 1 3 14 
16 Journal 3 3 2 1 2 1 3 15 
17 Journal 1 1 3 3 1 1 2 12 
18 Journal 2 1 3 3 1 3 1 14 
19 Journal 3 1 3 2 1 2 3 15 
20 Journal 3 2 2 3 2 3 2 17 
21 Journal 2 2 2 1 1 1 3 12 
22 Journal 3 1 2 3 2 3 2 16 
23 Journal 3 2 3 1 2 3 2 16 
24 Journal 2 2 2 1 2 2 3 14 
25 Journal 2 3 3 3 1 2 2 16 
26 Journal 1 3 3 2 3 2 1 15 
27 Journal 2 3 3 1 1 1 2 13 
28 Journal 3 2 2 2 1 1 1 12 
29 Journal 1 3 3 1 2 1 3 14 
30 Journal 2 3 1 2 1 1 2 12 
31 Journal 3 1 2 2 2 1 2 13 
32 Journal 1 3 1 2 2 1 3 13 
33 Journal 2 1 2 3 2 2 3 15 
34 Journal 1 1 1 3 2 1 3 12 
35 Journal 2 3 1 1 1 3 3 14 
36 Journal 3 1 1 2 3 1 1 12 
37 Journal 2 2 1 3 2 3 3 16 
38 Journal 1 2 2 2 2 2 3 14 
39 Journal 1 3 2 1 3 3 2 15 
40 Journal 1 3 1 3 1 3 1 13 
41 Journal 1 2 1 2 1 3 3 13 
42 Journal 1 1 3 1 3 2 3 14 
43 Journal 3 2 3 1 1 3 1 14 
44 Journal 2 2 3 2 3 2 1 15 
45 Confer. 1 3 3 2 3 1 2 15 
46 Journal 1 1 2 3 2 1 2 12 
47 Journal 3 2 2 1 1 1 2 12 
48 Journal 1 1 2 1 2 2 1 10 
49 Journal 2 3 3 1 2 3 3 17 
50 Journal 3 3 2 3 1 1 2 15 
51 Journal 2 1 3 1 3 1 3 14 
52 Confer. 1 2 1 3 1 3 3 14 
53 Journal 2 3 1 1 2 3 3 15 
54 Journal 2 2 3 3 1 3 2 16 
55 Journal 2 1 2 2 2 2 1 12 
56 Confer. 3 2 3 1 1 1 1 12 
57 Journal 1 1 2 3 1 2 2 12 
58 Journal 1 3 1 2 2 2 2 13 
59 Journal 1 3 1 2 1 2 3 13 
60 Journal 1 2 3 1 2 3 3 15 
61 Journal 1 2 1 3 3 1 1 12 
62 Journal 2 1 1 3 1 2 3 13 
63 Journal 1 2 1 1 2 3 3 13 
64 Journal 2 2 2 3 3 2 1 15 
65 Journal 1 2 2 3 1 1 3 13 
66 Journal 3 1 1 2 2 3 3 15 
67 Journal 2 2 2 2 2 2 3 15 
68 Journal 3 2 1 2 1 3 2 14 
69 Journal 3 3 1 2 1 2 3 15 
70 Journal 2 2 1 3 1 2 1 12 
71 Journal 2 3 2 3 3 1 1 15 
72 Journal 1 1 3 1 3 3 3 15 
73 Journal 2 2 3 2 2 1 2 14 
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3.6 Data Extraction Strategy 

The data extraction strategy was implemented 
using Mendeley Desktop, selected for its versatility 
and ease of use in managing references and 
metadata. This tool enabled the organization of the 
selected papers, the storage of key information, 
and the systematization of the analysis process. 
Figure 3 illustrates the interface and functionalities 
employed during this phase. 

4 Results and Discussion 

This section presents the most relevant findings 
derived from the analysis of the selected studies. 
The results are organized around the previously 
formulated research questions, providing a 
structured and coherent response to the objectives 
established in the study. 

4.1. General Description of the Studies 

The systematic review made it possible to identify 
a representative set of investigations addressing 
the application of artificial intelligence in software 
security. The analysis reveals significant patterns 
in academic production, reflecting both the growing 
interest in the topic and the concentration of results 
in high-impact journals-an essential aspect for 
assessing the robustness and relevance of the 
knowledge generated in the field. 

Figure 4 and Tables 4 and 5 show the 
distribution of papers on artificial intelligence 
applied to software security, classified by quartile 
and year of publication. This approach allows 
observation of both the temporal evolution of 
academic production and the relative impact of 
each quality level. 

The results show that the largest volume of 
publications is concentrated in Q1 journals, with a 
total of 36 papers, reflecting the preference for 
high-impact outlets. In temporal terms, 2024 
stands out with the highest number of contributions 
(27), confirming sustained growth in the field. 
Papers in Q2 (20) also represent a significant 
contribution, although with a lower average citation 
rate compared to Q1. Works in Q3 and NQ are 
limited (7 each), but those in NQ present a citation 
rate per paper (13) higher than Q1 and Q2, 

 

Fig. 3. Mendeley Desktop 

 

Fig. 4. Distribution of papers by quartile level and year 

Table 4. Quartile levels of studies classified by year 

Year Q1 Q2 Q3 NQ Total 

2020 3 0 0 0 3 

2021 1 1 0 1 3 

2022 6 4 2 4 16 

2023 6 3 1 0 10 

2024 16 7 3 1 27 

2025 4 5 1 1 11 

Total 36 20 7 7 70 

Table 5. Impact factors for quartile levels 

Quartile Total 
Citations 

Number of 
Papers 

Citations per 
Paper 

Q1 295 36 8 

Q2 135 20 7 

Q3 6 7 1 

NQ 88 7 13 

Total 524 70 7 
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suggesting a specific interest in certain studies 
outside the highest-ranked journals. Overall, the 70 
papers accumulated 524 citations, with a general 
average of 7 citations per paper, a reasonable 
indicator of academic visibility. 

The findings of this study contrast with those of 
Mishra and Pandya [73], who reported a peak in AI 
scientific production in 2020. Our results, focused 
specifically on software security, show that year to 
have the lowest volume of studies (n=3), with 
notable growth beginning in 2022.  

This divergence is explained by the difference in 
the scope of the reviews (general vs. specific).  

Furthermore, the concentration of publications 
in Q1 coincides with what has been reported in 
other areas such as medicine [80], confirming that 
this is a general trend in AI research rather than a 
particularity of this field. 

These findings highlight the consolidation of the 
topic in elite journals, which strengthens its 
scientific legitimacy.  

Likewise, the presence of cited studies in NQ 
suggests opportunities to diversify dissemination 
channels in emerging contexts. In the future, this 
trend may extend to other industrial sectors and 
geographic regions, where the combination of 
quality and impact will be decisive in guiding 
practical applications and new lines of research. 

Table 6 presents the distribution of papers 
according to the journals in which they were 
published, also indicating their quartile, 
accumulated citations, and H-index.  

This analysis makes it possible to identify the 
most impactful and relevant sources in the 
dissemination of scientific knowledge on artificial 
intelligence applied to software security. 

Table 6. Number of papers by affiliations and year 

Publication Name N°Papers Citations H-Index Quartile 

IEEE Access 9 112 2610 Q1 

International Journal of Information Security 5 21 275 Q2 

Scientific Reports   5 42 1735 Q1 

Applied Sciences 4 28 648 Q2 

Computers, Materials and Continua 3 3 201 Q2 

Future Internet 3 41 255 Q2 

Security and Communication Networks 3 50 0 NQ 

Arabian Journal for Science and Engineering 2 9 162 Q1 

Empirical Software Engineering 2 32 200 Q1 

Information 2 13 144 Q2 

Journal of Information Security and Applications 2 8 146 Q1 

… … … … … 

Total 70 524 8855  

 

Fig. 5. Distribution of papers by year 
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The results show that IEEE Access leads in 
volume with 9 papers and 112 citations, 
consolidating itself as the main dissemination 
platform in Q1. Journals such as International 
Journal of Information Security and Scientific 
Reports also stand out, with 5 and 4 publications 
respectively, reflecting diversity in thematic 
coverage. The highest H-index also corresponds to 
IEEE Access (2610), confirming its high visibility 
and academic rigor. The presence of publications 
in Q2 and NQ is noteworthy, although with lower 
citation and visibility, indicating a broad spectrum 
of dissemination. In total, the 70 papers reached 
524 citations and a cumulative H-index of 8855, 
evidencing an expanding field with 
growing recognition. 

While the study by Yaseen and colleagues [85] 
analyzes institutional productivity (affiliations such 
as Oxford and the Chinese Academy of Sciences), 
our study focuses on editorial productivity (journals 
such as IEEE Access). Both, however, converge 
on a fundamental finding: the concentration of 
knowledge in highly prestigious and internationally 

recognized actors. This convergence suggests 
that, regardless of the unit of analysis (institution 
vs. journal), research in artificial intelligence-
whether general or applied to software security-is 
consolidating within clearly defined centers 
of excellence. 

These findings suggest that the consolidation of 
the topic in Q1 journals guarantees scientific 
legitimacy and wide dissemination, but there is 
also a need to leverage Q2 and NQ journals to 
reach specific communities. At a practical level, 
this distribution opens the possibility of replicating 
publication strategies in other industrial sectors 
and different regions, fostering the transfer of 
knowledge to environments where software 
security is equally critical. 

Figure 5 combines a bar chart with a Pareto 
analysis, showing both the annual distribution of 
papers between 2020 and 2025 and the 
cumulative weight of publications. This dual 
visualization not only allows the identification of 
temporal evolution but also highlights the most 
influential years in the total production. 

The results show that 2024 concentrates the 
highest production with 27 papers, equivalent to 
38.6% of the total, followed by 2022 with 16 
publications (61.4% cumulative). Adding 2025 (11) 
and 2023 (10) reaches 91.4%, confirming that in 
just four years more than 90% of the literature is 
concentrated. In contrast, the early years 2020 and 
2021 contributed only 3 papers each, reflecting the 
incipient start of this research line. This behavior 
evidences accelerated growth from 2022, peaking 
in 2024, with a slight contraction in 2025. The 
pattern follows the Pareto rule, where a few years 
concentrate the majority of publications. 

The results of temporal distribution confirm the 
findings reported in recent literature. The study by 
Yitagesu and collaborators [72] had already 
highlighted the notable growing interest in this 
research area, which fully aligns with our evidence 
of accelerated growth starting in 2022. This trend 
is reinforced by the work of Miller and colleagues 
[74], whose analysis identifies precisely the same 
temporal pattern: a turning point in 2020 that 
triggered sustained growth, reaching its peak in 
2023-2024. The coincidence of these findings 
across independent studies validates the 
robustness of the observed trend and confirms that 
the field of artificial intelligence applied to software 

Table 7. Evaluation criteria for software security level 

Evaluation 
Criterion 

Reference 
Quantity 

(%) 

Data 
Confidentiality 

[1] 1 (5) 

Data Integrity [2], [5], [16], [26-27], [40] 6 (33) 

Vulnerability 
Management 

[26] 1 (6) 

Access Control [2], [14], [16], [24], [40], 
[43], [49], [53-54], [68] 

10 (56) 

 

Fig. 6. Evaluation criteria for software security level 
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security is undergoing a stage of maturation and 
academic consolidation. 

The predominance of recent production 
suggests that the topic has reached a state of 
maturity and visibility that may extend to other 
sectors such as healthcare, transportation, 
or  finance.  

Moreover, this temporal pattern indicates that 
research has a strong situational character, 
opening space to explore its evolution in other 
regions and regulatory contexts.  

Finally, the cumulative analysis constitutes a 
methodological benchmark for identifying windows 
of opportunity and projecting future scenarios for 
applied research. 

4.2. Answers to the Research Questions 

This section presents the RQs together with the 
main findings, their critical analysis, and the 
derived implications. The results are based on a 
systematic and exhaustive review of the literature 
on the use of artificial intelligence and its impact on 
software security. For this purpose, high-impact 
scientific databases were consulted. 

RQ1: What criteria are used to evaluate the level 
of software security? 

Table 7 and Figure 6 illustrate the distribution of 
criteria employed in the literature to evaluate the 
level of software security. This combined 
representation clearly highlights which dimensions 
receive the greatest research attention. 

Access control emerges as the most studied 
criterion (56%), highlighting the importance 
assigned to protection against unauthorized 
access as the first line of defense. In second place, 
data integrity (33%) stands out as a pillar for 
ensuring that information remains reliable and free 
from malicious or accidental alterations. 
Vulnerability management accounts for only 6%, 
reflecting limited attention to processes of 
identification and preventive mitigation. Finally, 
data confidentiality (5%) appears with less weight, 
suggesting that despite its importance in critical 
sectors, it has not received the same level of 
analysis. Overall, the results reveal a bias toward 
immediate technical measures rather than a 
comprehensive vision of security. 

When comparing our results with those of Wen, 
Shukla, and Katt [71], it is observed that while our 
study highlights access control and data integrity 
as the most cited criteria, their review focuses on 
vulnerability detection and risk analysis.  

Criteria such as confidentiality, availability, and 
event logging are not explicitly addressed, which 
coincides with the limited attention identified in 
our  analysis.  

On the other hand, Yitagesu and colleagues 
[72] mention aspects such as vulnerability analysis 
and data quality, elements that are rarely 
addressed in this type of study. Their review 
focuses on the extraction of information about 
software security vulnerabilities, identifying key 
components and evaluation metrics. This contrasts 

Table 8. AI techniques identified in the reviewed papers 

Evaluation 
Criterion 

Reference Quantity 
(%) 

Machine 
Learning 

[1-32], [34-52], [54-58], 
[60-62], [64-69] 

65 (40.6) 

Deep Learning [1], [5-10], [13-16], [18], 
[21-27], [29-34], [36], [38-
41], [45-49], [51-65], [68-
69] 

52 (32.5) 

Natural 
Language 
Processing 

[5], [7-14], [18], [20], [22], 
[24-26], [29-31], [33-34], 
[39], [41], [45-47], [50], [52-
54], [59-61], [63], [66-70] 

38 (10) 

Anomaly 
detection 

[7-8], [10], [16], [24], [26-
27], [40], [43], [51], [60], 
[64] 

12 (7.5) 

Reinforcement 
Learning 

[1], [6], [8-9], [15], [26], [40], 
[45], [64], [70] 

10 (4.4) 

Static and 
Dynamic Code 
Analysis 

[11], [14], [20-24], [29], 
[31], [34], [39], [42], [44], 
[51], [53], [56], [62] 

17 (5) 

 

Fig. 7. AI techniques used in software security studies 
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with other works that are more oriented toward 
general aspects of security. Similar to what has 
been observed in the medical field-where ANNs 
outperform traditional statistical methods in 
detecting heart attacks-AI applied to software 
security also exhibits clear advantages over 
conventional approaches [80]. 

The limited attention to criteria such as 
confidentiality and vulnerability management 
contrasts with the comprehensive approach 
proposed in recent AI risk management models, 
which require simultaneous evaluation of four 
critical dimensions: security (robustness and 
cybersecurity), accuracy (validity of outputs), 
fairness (non-discrimination and data 
representativeness), and explainability (human 

auditability). This framework suggests that future 
research in software security should broaden its 
evaluative scope to include not only technical 
controls but also ethical and social impacts [91]. 

These findings indicate the need to strengthen 
research on confidentiality and vulnerability 
management, expanding their application to areas 
such as healthcare, banking, and e-government. 
Likewise, the evaluation framework can be 
extrapolated to other geographical contexts to 
identify similarities or differences in security 
priorities. Finally, considering the temporal 
evolution of these criteria would allow anticipating 
trends and guiding public and corporate policies 
toward more balanced and sustainable security. 

RQ2: What Artificial Intelligence technologies are 
most frequently applied to address software 
security problems? 

Table 8 and Figure 7 summarize the artificial 
intelligence technologies applied in the literature to 
tackle software security issues. This synthesis 
highlights the predominant trends and the areas 
that remain underexplored. 

Machine learning emerges as the most widely 
implemented technology (40.6%), highlighting its 
generalization capacity across different security 
scenarios. It is followed by deep learning (32.5%), 
consolidated as a key technique for advanced 
classification and detection tasks.  

Natural language processing (10%) reflects the 
growing attention on semantic analysis and the 
interpretation of code or security reports.  

Anomaly detection (7.5%) remains a 
complementary approach aimed at the early 
identification of irregularities. Other techniques, 
such as reinforcement learning (4.4%) and static 
and dynamic code analysis (5%), appear less 
frequently, although they represent an expanding 
field with strong potential to enhance 
preventive detection. 

In contrast, Bassi and Singh [77] emphasize the 
predominance of supervised machine learning 
techniques such as Random Forest, Support 
Vector Machine (SVM), Naïve Bayes, and 
Decision Trees.   

Similarly, Zhang and colleagues [78] highlight 
that LLMs are already being effectively applied to 
cybersecurity tasks such as threat detection and 

 

Fig. 8. Number of papers by country 

Table 9. Papers by country and their impact 

Country Nº 
Papers 

% 
Papers 

No 
Cites 

% 
Cites 

Cites / 
Paper 

H-lndex 

China 19 18% 192 25% 10 2,573 

Saudi Arabia 9 9% 81 11% 9 1,663 

India 7 7% 56 7% 8 1,065 

Turkey 7 7% 30 4% 4 835 

Australia 6 6% 21 3% 4 1,071 

Egypt 4 4% 46 6% 12 765 

Pakistan 4 4% 17 2% 4 820 

Spain 4 4% 2 0% 1 240 

us 3 3% 63 8% 21 453 

... ... ... ... ... ... ... 

Total 104 100% 763 100% 7 14,436 
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vulnerability analysis, while also noting that more 
traditional machine learning and deep learning 
methods remain the most widely used. In the same 
vein, Senanayake and other researchers [79] 
confirm the frequent use of SVM, Random Forest, 
Naïve Bayes, Decision Trees, CNN, and LSTM as 
effective approaches for detecting vulnerabilities 
and classifying malicious code. 

The predominance of machine learning and 
deep learning in this study aligns with findings from 
recent large-scale systematic reviews, where 
88.4% of vulnerability detection research 
employed deep learning models, compared to only 
7.2% using classical machine learning techniques. 
Within deep learning, recurrent architectures 
(especially BiLSTM) and graph-based models 
(with GCN as the leading approach) are the most 
widely adopted, showing a global convergence 
toward methods capable of capturing both 
sequential and structural dependencies in 
source code [83]. 

These results suggest that, although machine 
learning and deep learning dominate, further 
research is needed on emerging techniques such 
as reinforcement learning and hybrid code 
analysis. Moreover, the application framework can 
be transferred to sectors such as healthcare, 
finance, and Industry 4.0, where software security 
is equally critical. Finally, replicating these 

approaches across different regions and time 
periods would allow for the comparison of local 
priorities and adaptations to cyber threats. 

RQ3: How are studies applying Artificial 
Intelligence in the field of Software Security 
geographically distributed? 

Figure 8 and Table 9 present the geographical 
distribution of studies on the use of artificial 
intelligence in software security. This combination 
of maps, bar charts, and bibliometric metrics 
makes it possible to identify both the production 
and the academic impact by country. 

China leads scientific production with 19 papers 
(18%) and accounts for 25% of the citations, with 
an outstanding h-index (2573), confirming its 
global leadership in the field. Saudi Arabia and 
India, with 9% and 7% of the papers respectively, 
also stand out in total citations and consolidate 
their position as emerging hubs in Asia and the 
Middle East. Australia and Egypt, despite having a 
smaller volume (6% and 4% of papers), show 
relevant impact, particularly Egypt with 12 citations 
per paper. The United States, with only 3 
publications, excels with a high average of 21 
citations per paper, evidencing superior quality and 
visibility despite its lower quantitative contribution. 
Other countries such as Turkey, Pakistan, and 
Spain show moderate production, although with 
notable differences in relative impact, reflecting 
disparities in research maturity. 

Comparing the results of this study with those 
of Palash Uddin and colleagues [84], it is observed 
that studies on machine learning techniques, such 
as Federated Learning, are more concentrated in 
China, where the country’s dominance also 
prevails in the findings of our research. Reinforcing 
this trend, Tymoteusz Miller and collaborators [74] 
identify China as the main contributor in terms of 
paper volume; however, unlike our study, they 
highlight the United States as the most 
representative country in North America, whereas 
in our review Canada showed the highest 
contribution in scientific publications. 
Complementarily, Yaseen and colleagues [85] 
emphasize the joint predominance of the United 
States and China in this research line. Likewise, 
Gamboa-Cruzado and his team [92] confirm 
China’s leadership in scientific production on AI 
applied to software security, a pattern consistent 

 

Fig. 9. Bibliometric network by country 
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with other emerging technological fields such as 
cybersecurity in 5G networks, where Asia and 
Europe also dominate production, with China and 
the United Kingdom standing out for their high 
frequency of international collaborations. Finally, 
China’s leadership in this field-particularly in 
intrusion detection and federated learning-aligns 
with recent reviews that identify China as a 
strategic actor in AI for cybersecurity, alongside the 
United States and the United Kingdom [76]. 

These results confirm that research on AI 
applied to software security is geographically 
concentrated, but with significant contributions 
from non-traditional science and technology 
countries. This pattern invites extending studies to 
other regions to diversify approaches and 
application scenarios. Likewise, the lessons 
learned can be transferred to strategic sectors 
such as health, finance, or transportation, where 
international cooperation and regional comparison 
are key to addressing future threats. 

Figure 9 presents the bibliometric network 
among countries, highlighting the main 
collaboration links in research on artificial 
intelligence applied to software security. This 
analysis makes it possible to identify not only the 
leaders in scientific production but also the 
strategic alliances that enhance academic impact. 

The strongest link is observed between 
Pakistan and Saudi Arabia, with a weight of 4, 
reflecting solid cooperation likely sustained across 
multiple projects. China establishes strategic 
connections with both India and Saudi Arabia 
(weight 2 each), confirming its role as a central 
node that articulates regional and global 

collaborations. India, in addition to its link with 
China, strengthens its cooperation with Saudi 
Arabia, evidencing its active integration into 
multinational networks. Saudi Arabia and the 
United Arab Emirates, as well as Pakistan with the 
United Arab Emirates, consolidate cooperation in 
the Middle East, an emerging hub for security 
research. Australia appears in the network 
associated with China, illustrating a key 
interregional bridge between Asia and Oceania. 
Taken together, the results suggest that the 
densest collaborations are concentrated in Asia 
and the Middle East, with China and Saudi Arabia 
as articulating nodes. 

The co-authorship map obtained in this study 
was compared with the network diagram 
developed by Guembe and his team [81], who 
identified the United States and China as central 
nodes in research on AI applied to cyberattacks, 
with 27 collaborative papers. Similarly to the 
findings of this review, Koca and Çiftçi [82] also 
highlight a bibliometric network dominated by 
China, the United States, India, and Australia, 
countries that act as central nodes of scientific 
collaboration in artificial intelligence applied to 
cybersecurity, with the U.S.-China link standing out 
as the main axis. 

The strengthening of intense bilateral alliances, 
such as the Saudi Arabia-Pakistan partnership, 
may serve as a model for other countries seeking 
to consolidate their presence in global research. 
These cooperation dynamics, if replicated in 
sectors such as health, energy, or transportation, 
could boost interdisciplinary innovation. Moreover, 
expanding these networks to underrepresented 

Table 10. Definitions of software security 

Definition Context Reference 

Software security consists of applying preventive and corrective 
measures to protect systems and data against threats, vulnerabilities, and 
attacks. Techniques such as machine learning, access control, and 
encryption are employed. Its objective is to guarantee the confidentiality, 
integrity, and availability of information. 

Protection against 
threats and 

vulnerabilities 

[1-3], [6-24], [26, 27], [31,32], 
[35, 36], [38-42], [44-48], [50-
54], [56, 57], [59-61], [63, 64], 
[66, 67], [69, 70] 

It consists of ensuring the confidentiality, integrity, and availability of data 
and information systems through the implementation of security controls. 

CIA principles 
(Confidentiality, 

Integrity, Availability) 

[4] 

It consists of identifying and correcting errors in the design, development, 
or configuration of software that may compromise the security of a 
computer system. 

Other approach [34] 
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regions would foster a more equitable distribution 
of knowledge and generate solutions more 
contextualized to diverse geographical and 
temporal environments. 

RQ4: What definitions are employed in the 
literature regarding Artificial Intelligence and 
Software Security? 

Table 10 synthesizes the main definitions of 
software security identified in the literature, 
classified according to their application context. 
This systematization provides insight into how the 
field is conceptualized from different theoretical 
and practical perspectives. 

The most widespread definition corresponds to 
software security as protection against threats, 
vulnerabilities, and attacks, supported by a broad 
set of references, and emphasizes the use of 
techniques such as machine learning, encryption, 
and access control. Another, more specific 
approach focuses on the CIA principles 
(confidentiality, integrity, and availability), 
highlighting the importance of the classical 
foundations of information security. Finally, some 
studies stress a corrective approach, oriented 
toward identifying and resolving design, 
development, or configuration errors that may 
compromise system security. Taken together, it is 
observed that definitions vary between a broad and 
proactive framework and more technical and 
operational views. 

These definitions reflect the need for 
comprehensive approaches that combine 
prevention, detection, and correction, which can 
also be applied in areas such as digital health or 
banking, where security is critical. Moreover, 
adapting conceptual frameworks to different 
regions and historical periods will make it possible 
to evaluate how security priorities evolve with 
context. Finally, this conceptual diversity suggests 
an opportunity to develop a unified framework that 
facilitates comparisons across sectors and 
business applications. 

Table 11 compiles the principal definitions of 
artificial intelligence (AI) identified in the literature, 
classified by focus. This analysis facilitates an 
understanding of how AI is conceptualized and 
applied in the context of software security. 

The functional definition is the most 
widespread, linking AI with the ability to learn, 
recognize patterns, and make decisions, applied in 
computer security and other areas, with strong 
bibliographic support. The technical definition 
complements this framework by highlighting 
learning from data and autonomy in decision-
making, representing a more structured and 
operational view. At the applied level, AI is defined 
through machine learning and deep learning 
models, such as CNNs and RNNs, used to detect 
software vulnerabilities and malware through code 
or image analysis. Finally, an alternative approach 
emerges, focused on the use of pre-trained 

Table 11. Definitions of artificial intelligence 

Definition Context Reference 

It consists of applying machine learning and deep learning models, such as neural 
networks, to automatically detect vulnerabilities or malware in software. These 
models allow analyzing code or representing it as images to extract relevant 
features. Architectures such as CNN and RNN are used to identify patterns 
associated with threats in computer systems. 

Applied 
definition 

[18], [46], [60] 

Artificial intelligence involves the development of algorithms and models that enable 
machines to learn, make decisions, and recognize patterns as a human would. It is 
applied in areas such as speech recognition, data analysis, and computer security 
to autonomously detect threats. 

Functional 
definition 

[2, 3], [6-17], [19-24], 
[26, 27], [31, 32], [34-
36], [39-41], [44, 45], 
[47, 48], [50-52], [54], 
[56, 57], [61, [63], [66, 

67], [69, 70] 

Artificial intelligence enables machines to learn from data, recognize patterns, and 
make decisions autonomously. 

Technical 
definition 

[1], [4], [20], [38], [42], 
[53], [64] 

Artificial intelligence involves the use of pre-trained language models, such as ELMo, 
to capture deep contextual information in the words of a sentence and obtain 
embedded representations tailored to the current context. 

Other 
approach 

[59] 
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language models such as ELMo, which enrich 
contextual semantic representation with direct 
applications in security. Taken together, these 
definitions reveal a broad spectrum, from 
theoretical foundations to advanced applications. 

Researchers Wen, Shukla, and Katt [71] 
structure concepts from a functional approach, 
describing models such as Bayesian networks, 
MLPs, or CNNs in relation to their role in 
system assurance. 

The diversity of definitions suggests the need 
for a unified framework that integrates the 
technical, functional, and applied dimensions, with 
potential for extrapolation to sectors such as 
health, finance, or education. Furthermore, the 
evolution toward advanced language models 
presents opportunities for transfer to different 
geographical and temporal contexts, adapting AI to 
local needs. Finally, the coexistence of approaches 
reinforces the importance of considering both 

theory and practice in future 
interdisciplinary research. 

RQ5: What are the dominant thematic areas in 
publications that apply Artificial Intelligence to 
Software Security? 

Figure 10 and Table 12 present the thematic 
distribution of the studies, where centrality 
indicates the relevance of the topics and density 
reflects their level of development. The analysis, 
based on keywords, makes it possible to identify 
both consolidated and emerging areas in research 
on artificial intelligence applied to 
software security. 

The most consolidated topics correspond to 
Security Integration and Security Enumeration, 
both classified as Motors, with high centrality and 
density, evidencing their structuring role in the 
research agenda. In contrast, ML Security is 
positioned as a Basic theme, standing out for its 

 

Fig. 10. Thematic map of the topic categories of the studies 

Table 12. Density and centrality of the study topics 

Topic Density Centrality No. Cites Category 

Security Integration 0.98 0.95 66 Motor 

Security Enumeration 0.77 0.64 151 Motor 

Deep Vulnerability 0.19 0.39 315 Marginals 

ML Security 0.14 0.98 123 Basics 

Software Vulnerability 0.13 0.23 212 Marginals 

ML Classification 0.1 0.35 116 Marginals 

Deep Learning Security 0.06 0.19 220 Marginals 

DeepSec AI 0.05 0.29 274 Marginals 

Secure Learning 0.02 0.15 231 Marginals 
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high centrality but lower density, which indicates 
growth potential. Most topics, such as Deep 
Vulnerability, Software Vulnerability, and DeepSec 
AI, appear as Marginals, with low density and 
centrality, reflecting areas still at an early stage but 
with high citation volumes that demonstrate 
academic interest. Deep Learning Security and 
Secure Learning also remain at the margins, 
though linked to trends toward hybrid approaches. 
Overall, the results suggest that research 
combines consolidated lines with emerging ones 
that require further maturation. 

According to Khaleel and colleagues [90], the 
topics that stand out in the quadrant of high 
centrality and density are intrusion detection, 
machine learning, adversarial attacks, detection 
systems, attack detection, deep learning, and 
attacker examples. This indicates that the central 
topics in the field are strongly linked to the use of 
artificial intelligence in cybersecurity. In contrast, 
concepts such as random forest and specific 
detection models appear in the quadrant of low 
density and centrality, suggesting lower relevance 
or presence in the current literature. The 
classification of topics as marginal-including 
DeepSec AI and Deep Vulnerability-should not 
necessarily be interpreted as a sign of irrelevance, 
but rather as an indicator of 
conceptual  emergence.  

Recent bibliometric analyses in the field of 
Information Systems show a similar pattern: while 
machine learning dominates research (68 out of 98 
studies), other categories such as robotics or 
hybrid approaches appear with low frequency 
despite their high disruptive potential. This “relative 
scarcity” in certain domains does not imply lack of 
value, but instead an opportunity to expand 
research toward more integral, ethical, and human-
centered approaches-precisely the space 
occupied by emerging topics such as DeepSec AI 
in the domain of software security [86]. 

These findings suggest that future research 
should strengthen marginal topics to integrate 
them into the core of the discipline, especially deep 
learning–based security and complex 
vulnerabilities. At the applied level, this framework 
can be replicated in sectors such as healthcare 
and finance, where the identification of motor and 
marginal areas guides R&D investment. Finally, 
expanding the analysis to other geographical and 

temporal contexts will allow capturing the evolution 
of thematic priorities in software security. 

5 Conclusions and Future Research  

The results of this review reveal clear patterns in 
how the literature addresses software security 
through artificial intelligence. There is a marked 
tendency toward immediate technical measures, 
while more comprehensive approaches that 
combine multiple dimensions of protection have 
been less explored.  

Within this framework, RQ1 shows that the 
most frequently addressed criteria are access 
control and data integrity, in contrast to the limited 
attention given to confidentiality and 
vulnerability  management.  

Second, the evidence associated with RQ2 
shows that machine learning and deep learning are 
the most widely implemented technologies in the 
literature, confirming their central role in threat 
detection and classification. However, emerging 
techniques such as reinforcement learning and 
static/dynamic code analysis remain 
underexplored, which reveals opportunities to 
broaden the methodological spectrum of AI-based 
software security.  

The findings related to RQ4 show that there is 
no single definition of software security or artificial 
intelligence, but multiple approaches ranging from 
preventive and corrective frameworks to functional, 
technical, and applied perspectives.  

This conceptual diversity reinforces the need to 
build integrative frameworks that allow greater 
theoretical coherence and facilitate the 
comparison of results across different studies 
and  contexts.  

With respect to RQ5, the results show that the 
motor thematic areas are centered on Security 
Integration and Security Enumeration, which 
exhibit high density and centrality. By contrast, 
most topics appear as marginal, such as Deep 
Vulnerability and DeepSec AI, reflecting research 
lines that are still incipient but with high academic 
interest, as shown by their citation figures. This 
configuration suggests a research agenda that 
combines consolidated fields with others that are 
still in the process of maturation. 
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Another important aspect is that the software 
evaluation criteria identified in RQ1 have a 
practical counterpart in the implementation of 
technologies from RQ2, confirming an alignment 
between security metrics and the AI tools applied. 
This coherence supports the design of more robust 
systems and provides a working framework 
applicable to different environments.  

Likewise, the multiple definitions collected in 
RQ4 provide a theoretical foundation for the 
thematic areas highlighted in RQ5. Conceptual 
diversity translates into thematic diversity, 
reinforcing the notion that the field is still under 
construction and needs to consolidate its 
terminology and categories. Finally, the 
convergence of findings from the four RQs 
analyzed reveals that artificial intelligence applied 
to software security has reached a stage of 
consolidation in the academic literature, although 
gaps remain that must be addressed to achieve a 
more comprehensive and sustainable 
development of the field. 

Future research should broaden the study of 
emerging AI techniques, integrating less explored 
security criteria such as confidentiality and 
vulnerability management. Moreover, it is 
recommended to deepen work on marginal topics 
identified in the thematic map in order to transform 
them into central research lines.  

Finally, it is necessary to expand the 
geographical and sectoral coverage of studies, 
applying these approaches to fields such as 
healthcare, finance, transportation, and e-
government, to enrich knowledge transfer and 
foster international comparison. 
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